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Introduction

The eNICQ 6 Infant Data Entry System is software created by Vermont Oxford Network to
assist members with data collection and submission. The software consists of a Windows®
client application based on the Microsoft® .NET framework, which writes to a SQL Server®
database. Data is de-identified for submission to Vermont Oxford Network. Because the data
received by Vermont Oxford Network has been de-identified, it is not possible for Vermont
Oxford Network to provide your center with a copy of your data that will assist with data
recovery, so it is important to back up your center’s data securely.

This document provides instructions for two methods of moving the eNICQ 6 database. In
most cases, moving the eNICQ 6 database will need to be completed by an IT representative.
The option to move the database using a SQL Server® backup requires the assistance of a
SQL Server® Database Administrator. The person moving the database will need
administrative rights to both the SQL Server® that the database is being moved from and the
SQL Server® that the database is being moved to.

The option to move the database using an XML or JSON file (“text file”) requires an
administrative login to eNICQ 6 and requires administrative rights to the new location of the
eNICQ 6 database.

For more information about Vermont Oxford Network, please visit our website:
https://public.vtoxford.org/.

For questions about eNICQ 6, please visit the eNICQ 6 Home on our website at
https://public.vtoxford.org/enicg-6/ or contact our Technical Support team at
support@vtoxford.org.

Specifications for the eNICQ 6 Database

NOTE: eNICQ 6 is designed to work with a SINGLE instance of the eNICQ database. Vermont
Oxford Network cannot support multiple instances of the eNICQ 6 database in a production
environment.

The eNICQ 6 database can be hosted using SQL Server® 2017 or newer. It can be installed
using the SQL Server® Express which is included with the eNICQ 6 installer. An existing
database can be moved from one SQL Server® to another, from one installation of SQL
Server® Express to another, from SQL Server® Express to SQL Server®, or from SQL
Server® to SQL Server® Express.

The database is not expected to grow beyond 1GB of disk space throughout its use. Complete
system requirements for eNICQ 6 are available here: https://vtoxford.zendesk.com/hc/en-
us/articles/115015413368-What-are-the-eNICQ-6-System-Requirements-

To prevent accidental creation of multiple databases, each center’s database is registered with
the Vermont Oxford Network during the initial installation process. Because each database is
registered, moving the eNICQ 6 database must be done correctly to prevent database
registration errors.
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Before You Begin

Before beginning the process of moving the eNICQ 6 database, please read all the
instructions. Contact our Technical Support team with any questions.

Determine Which Option to Use for Moving Your Database

As noted in the Introduction, there are two options for moving the eNICQ database. Review the
steps involved with your center’s IT team before beginning either process. If the new location
for your center’s eNICQ 6 database will be on a SQL Server® 2008 or greater, the assistance
of a SQL Server® Database Administrator at your center is required. Otherwise, consider the
advantages and disadvantages of each option with your center’s IT team before deciding.

Moving the eNICQ 6 database by backing up and restoring the SQL database
(Recommended)
e Requires a SQL Server Database Administrator
e Moves all components of the database, including infant records, center data, Active
Directory group names, and access logs

Moving the eNICQ 6 database by text file
e Does not require a SQL Server® Database Administrator
e Moves infant records, but does not copy your center data, user accounts, or access
logs. Access logs may be exported from eNICQ 6 for archive purposes

Planning to Move the Database

Both options for moving the eNICQ 6 database should involve planning in advance of
beginning the move.

Identify the location of your existing database. This information can be found within the
eNICQ 6 application by clicking on the gear icon in the top right of eNICQ 6 to open the
Advanced Menu Options and selecting About eNICQ, or by running the eNICQ 6 Connection
File Editor.

Check the version of your existing copy of eNICQ 6. Version information can be found
within the eNICQ 6 application by clicking on the gear icon in the top right of eNICQ 6 to open
the Advanced Menu Options and selecting About eNICQ, or within the database in
tblAppConfig (requires SQL Server® Database Administrator access). Compare the version
information with the version available at https://public.vtoxford.org/enicq-6/. If your center is not
running the most current version of eNICQ 6, it is recommended that you upgrade to the
current version before beginning the process of moving your database.
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Notify application users. If the database will be moved during a time when application users
will be working, communicate with application users, as they will not be able to work on data
entry while the database is being moved. Once all users have stopped data entry all users
should log out of eNICQ 6.

Maintain the working copy of eNICQ 6 (and hardware needed to operate it) until the
move is confirmed successful. It is important to preserve the working copy of eNICQ 6 so
users can resume working with it in the event of a problem with executing the database move.
Retain the working copy until users have confirmed that they have been able to successfully
submit data from the new database location.
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Option 1: Moving the Database Using SQL Backup and
Restore (Recommended)

This process should be completed only by a SQL Server Database Administrator at your
center. The eNICQ 6 database contains Protected Health Information (PHI), and the data
contained in the database should be handled appropriately based on your center’s HIPAA
policies.

Please confirm the collation selected for the database matches the collation selected for the
new SQL Server. If they do not match the database will be unusable on that SQL Server.

Prepare your Server

To reduce the downtime experienced by your users, the new location where the database will
be stored should be ready before you begin the moving process. If you are moving the eNICQ
6 database to an existing SQL Server®, verify that your server meets the minimum system
requirements mentioned above. If you are moving the eNICQ 6 database to a copy of SQL
Server® Express, install SQL Server® Express and SQL Server® Management Studio
Express at the new location.

e SQL Server Express 2019 can be downloaded at https://www.microsoft.com/en-

us/download/details.aspx?id=101064

e SQL Server Management Studio can be downloaded at https://docs.microsoft.com/en-
us/sql/ssms/download-sql-server-management-studio-ssms?view=sql-server-ver16

e The eNICQ 6 installer is available for download at https://public.vtoxford.org/enicg-6/
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Create a Database Backup

Once you have confirmed that all users have exited eNICQ 6, you are ready to create the
database backup.

1. To create a backup first run SQL Server® Management Studio, or SQL Server®
Management Studio Express as an administrator.

2. In the Object Explorer area on the left, expand the Databases folder, right-click on the
eNICQ 6 database (named “eNICQ6db” by default — your database may have been
assigned a custom name), select Tasks, and then select Backup.

Object Explorer * 1 Xx

Connect = * K’* C- -

= i@ DESKTOP-V4QEAES\VOMNSOLEXPRESS (SOL Server 15.0.2000
= Databases
System Databases

Database Snapshots

] eNicos
Security Mew Database...
Server Obje MNew Query
Replication Script Databaseas
PolyBase
Managemsg Tasks » Detach...

XEvent Pro

B B

Policies 4 Take Offline
Facets Bring Online
Start PowerShell Enable

Azure Data Studic 3 e e

SRR ' Data Discovery and Classification 3
Rename Vulnerability Assessment ]
Delete Shrink »
Refresh Back Up...

Properties Restore L 5

Generate Scripts...

Extract Data-tier Application...

Deploy Database to Microsoft Azure SOL Database...
Export Data-tier Application...

Upgrade Data-tier Application...

Import Flat File...
Import Data...
Export Data...

Figure 1 — Creating a backup
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3. Configure the General page as shown below. Backup type should be set to “Full.”
Remove any existing entries in the “Destination” box to prevent overwriting an existing
backup file. Click Add... to select where to save the backup and what to name the file
when saved.

Including the date in the filename will help to ensure that the correct backup is restored
at the new location. Use the “.bak” extension to ensure that the file created will be
identified as a database backup file. The location where the backup file is stored will
need to be accessible from the new SQL Server®, or the backup file will need to be
moved so it can be accessed from the new SQL Server®.

@ Back Up Database - eNICQBdb — O *

Selecta page IT Script ~ ) Help

& General

& Media Options

# Backup Options Source
Database: eNICQ6db el
Recovery model: SIMPLE
Backup type: Full hd

[ Copy-only backup

Backup component:

(® Database
Destination
Back up to: Diisk w

Connect C:\Program Files'Microsoft SQL Server\MS5QL15 VONSQLEXPRESS\MSSQL \Backup*7-15-2022 backup bak | Add |

Server:

DESKTOP-VAQEAEB\WONSQLEX Remove

Connection:

DESKTOP-VAQEAEB\Joe Contents

ﬁ View connection properties

Progress
Ready

oK Cancel

Figure 2 — Confirm the eNICQ 6 database is the source, the type is “Full”, and select a Destination to save the backup
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4. Click Media Options from the Select a Page section in the top left and configure as
shown below. Under the Reliability section, select, “Verify backup when finished.”
There are other options you can select on the Backup Options screen as well (e.g., set

an expiration date for the backup, or encrypt the backup). Once you have selected the
options you want with the backup click OK to create the database backup.

@ Back Up Database - eNICQ6db - *
SEIEEE T IT Script « 9 Help
& General
& Media Options
& Backup Options Overwrite media
(® Back up to the existing media sat
(® Append to the existing backup sst
() Overwrite all existing backup sets
[] Check media set name and backup set expiration
(O Back up to a new media set, and erase all existing backup sets
Reliability
Verify backup when finished
[] Perform checksum before witing to media
Connection [] Continue on emar
Server: Transaction log
DESKTOP-VAQEAESWONSGLEY
Connection:
DESKTOP-V4QEAES \Joe
yF View connection properties Tape drive
Progress
Ready
Cancel
Figure 3 - Media Options
8
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Once the backup has been successfully created, right-click on the eNICQ 6 database,
select Tasks, and then select Detach to open the Detach Database dialog. Click OK. If
any users are connected to the database, you will receive a notification listing any active
connections.

If users were working on data entry, repeat the database backup process again to
ensure none of the data entered is lost. All connections to the database will need to be
closed before the database can be detached.

Object Explorer * 1 X
Connect~ ¥ *if ¢ .

= i@ DESKTOP-V4OEAESWOMNSCLEXPRESS (SOL Server 15.0.2000
=] Databases

Systermn Databases
Database Snapshots
o @ P
Mew Database...
Mew Query
Script Databaseas  »
Tasks b Detach... N
Policies » Take Offline o
Facet i i
acets
Bring Online
Start PowerShell Enable
Security Azure Data Studio b
Server Encrypt Columns...
Replica Reports ' Data Discovery and Classification 3
PolyBas .
Rename WYulnerability Assessment »
Manag
[F] XEvent Delete Shrink »
Refresh Back Up..
Properties Restore R
Generate Scripts...
Extract Data-tier Application...
Deploy Database to Microsoft Azure SOL Database..,
Export Data-tier Application...
Upgrade Data-tier Application...
Import Flat File...
Import Data...
Export Data...

Figure 4 - Detach the old database
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Restore the Database Backup

Once the backup has been created it will need to be restored at its new location.

1. Run SQL Server® Management Studio as an administrator and connect to the
server where you will be restoring the database. In the Object Explorer, right-click
Databases, then select Restore Database.

Object Explorer - B X
Connect= ¥ *¥ & .
= i@ DESKTOP-VAQEAES\WOMNSOLEXPRESS (SOL Server 15.0.2000
Se Mew Database...
Se Attach...
Fl‘E| Restore Database... P
P R Files and Fil s
M estore Files and Filegroups...
X Deploy Data-tier Application...
Import Data-tier Application...
Start PowerShell
Reports »
Refrech
Figure 5 — Select Retore Database after right clicking on the Databases folder in SSMS
2. To browse to the location of the backup select Device and then click the “...” button.
i Restore Database - — O bt
I@I No backupset selected to be restored.
Select a page Script ) Help
& General Source
& Files
% Options () Database:
(® Device: 5@
Database: ~
Destination
Databasze: | V|
Restore to: |

Figure 6 — Click the “...” button and browse for the backup

Copyright © 2026 Vermont Oxford Network — Release 1.3 10



3. On the Select backup devices screen click the Add button

= Select backup devices O *
Specify the backup media and its location for your restore operation.
Backup media type: File e
Backup media:
Add
Contents
0K Cancel Help

Figure 7 — Click “Add”

4. Locate the backup and click on it to select it. It will appear in the File name field.

Click OK.
E Locate Backup File - DESKTOP-V4OEAERNVONSCLEXPRESS O >
Backup File location: 5QL15.VONSQLEXPRESS\MSSQL\Backup | | ¢ | |
- 80 PIIEY 7152022 backup bak
-1 Client SDK
El MSSEL15VONSGQLEXPRE
AZULCOpenlDK-JRE
2 MSSAL
..... Backup
G- Binn
55 DATA
[+~ ExtensibilityData
(-1 ExtemalLanguages
-1 Extemallanguages
[t I Extemallibraries
-1 Extemallibraries Te
- FTData
G- 1 Install
- JOBS
- Log
G- 1 repldata v
. - PN T
File name: |7-15-2022 backup bak Backup Fles(* bak;" tm:" log) ~
oK Cancel

Figure 8 — Locate the backup, click on it, and then click OK
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5. You will return to the Select backup devices window with the backup displaying in
the Backup media section. Click OK.

w= Select backup devices

O >

Specify the backup media and its location for your restore operation.

Backup media type: File

Backup media:

C:\Program Files'\Microsoft SQL Server\MS5QL15 VMONSGLEXPRESSY

| Add |

Contents

0K Cancel Help

Figure 9 - Backup selected

6. You will then be returned to the Restore Database window. The Destination
section will be populated with the Database and Restore to information. Make sure

Restore is selected for the backup under Backup sets to restore and click OK.
i Restore Database - eNICO6db

- [m] X
|@| Ready
Select a page LT Script ~ | €) Help
F General Source
K Fies
& Options () Database:
@®) Device: C:%\Program Files\Microsoft SGL Server’\MSSGL15.VONSGLEXPRESS'MSSGL \Back
Database: eNICQEdD o
Destination
Database: |eNICOEdb -
Restore to: |The last backup taken (Thursday, July 14, 2022 3.07:35 PM) Timeline...
Restore plan
Backup sets to restore:

Restore  Name Componert  Type  Server Database
] | eNICO6db-Full Database Backup  Database Full DESKTOP-VAQEAES\WONSQLEXPRESS  eNICG6dD

Connection

¢¥ DESKTOP-VAQEAES\WONSQLE
XPRESS

[DESKTOP-VAQEAES Joe]

Miew connection properties

Progress

@ Done <

>

Verify Backup Media

Cancel Help

Figure 10 - Restore Database screen with backup selected to restore
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7. If successful you will receive the following message:

o Database 'eMICOedb’ restored successfully.

OK

Figure 11 - Database successfully restored
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Change the Database Owner

SQL Server® Management Studio will automatically assign the role of Database Owner (DBO)
to the person who created the eNICQ 6 database at the new location. If you need to change
the DBO, use the following command (replacing useracount with the username for the user
you are designating as the DBO, and replacing enicqdb with the database name if it has been
changed)”:

USE eNICQ6db
EXEC sp changedbowner 'useraccount'

Recreate Database Authentication Settings

Once the database has been restored at the new location, any server-level authentication
settings will need to be reconfigured. The Vermont Oxford Network recommends using
Windows® Authentication to identify which users have permission to access the eNICQ 6
database. Details on configuring access to the eNICQ 6 database for Windows®
Authentication are in the installation guide, and in a knowledge base article located at
https://vtoxford.zendesk.com/hc/en-us/articles/7879614616211. Any database-level settings
will remain in place when the database is moved.

Update Connection Information

The eNICQ 6 client locates the database by reading an encrypted connection file within its
program directory (C:\ProgramData\VON). Moving the database requires that the connection
file be changed so the eNICQ 6 client knows where to find the database at its new location.
The connection information can be updated by downloading the eNICQ 6 Connection File
Editor from https://vtoxford.zendesk.com/hc/en-us/articles/115015973927-Using-the-eNICQ-6-
Connection-File-Editor and running it on each computer where the eNICQ 6 client is installed
or by running it on one workstation, copying the Connection.enicq file and replacing the
existing connection files on the other workstations with the copy of the edited version.

Delete or Archive Database Files

Once the database is operational at its new location, determine whether the database at the
old location should be archived or deleted. The database (and any backup files) contains
protected health information and should be handled based on your organization’s protocols for
files containing patient data. Though the database was detached from the SQL Server® at the
old location, the database itself remains on the server until you remove it. If the original
location was an installation of SQL Server® Express, you may want to uninstall SQL Server®
Express and its components altogether. Since it is possible that other applications may have
installed their own instances of SQL Server® Express, be sure to delete the appropriate
instance if more than one installation exists on the machine.
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Option 2: Moving the Database by Text File (XML or JSON)

This process involves using the eNICQ 6 client application to save your center’s infant data to
either an XML or JSON file and importing the data to a different copy of eNICQ. The process
requires the eNICQ 6 Administrator role and may require an IT representative with
administrative rights to the computer(s) or file server(s) involved, but does not require a SQL
Server Database Administrator.

This method will move only the infant data. It is important to understand that none of the
activity logging tracked within the eNICQ 6 database will be moved, although it can be
extracted and archived. Using this method will require coordination with Vermont Oxford
Network Technical Support to deactivate the current database registration to allow a new
instance of your center’s database.
Because this option is not a complete transport of the entire database, we recommend using a
SQL Server database backup restore (Option 1) whenever possible. There are some
circumstances, however, where this option is the only way to move the center data. These
include:

- Merging data from multiple centers into a common database.

- Splitting data from a single center out of a common database.

- Lack of database administrator (DBA) support for the application.
If none of the above situations apply, we strongly recommend using the backup restore
functionality of SQL Server that is detailed in Option 1.
Note: if the date/time format of the computer or server where you are moving the eNICQ
6 database to does not match the computer or server you are moving the database from
you will not be able to import the XML or JSON file.

Export Infant Records to an XML or JSON File

1. Log in to eNICQ 6 using an account with a security setting of “Administrator.” Open the
Advanced Menu Options (the gear icon in the top right of the Patient Log) and select
Export Infant Records.

03

About eMICQ
iGrabon

Cisplay Tutorial Welcome Screen

Wiew Deleted Records
Batch Validate
Center Management
Import Infant Records

External Data Interface

Export Infant Records

Clear Record Locks |

Figure 12 - Select “Export Infant Records” from the Advanced Menu Options
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2. Select All records and the file format, then click Export.

=~

(&) Export Infant Records @

Create a Text File Containing Patient Data? o

Select the records and file type to export. This file WILL contain
Protected Health Information and should be handled according to
all applicable regulations and policies.

Choose which records to export:

! Current filter

All records shown in current Patient Log filter

@ All records —

All records from eNICQ, including Archived and Deleted

Choose export file format:
@ XML
) JSON

Figure 13 — Select “All records” and XML or JSON for the format. VON recommends making one of each format

3. Select the location to save the file, the file name, and the file type. If possible, save the
files in a folder that will be accessible from the location of your new eNICQ 6 database.
If this is not an option, it will be necessary to move the data files after creating them.
Because the data files contain Protected Health Information (PHI), consult with your
center’s HIPAA Officer about accepted methods for moving files containing PHI. Save

both an XML and a JSON version of the data file. NOTE: If you have multiple centers,
create data files for each center.

Save the Audit Log to Text File (Optional)

After you've saved both an XML and JSON file containing all your infant data it is advised to
save the Audit Log. There is a SQL script that can be run against the database in SQL Server
Management Studio that will give the audit log which can be copied and saved in a
spreadsheet. The script to run against the database is:
SELECT [EventID]
,[EventDateTime]
,tblIEvents.UserlD
,tblUser.FirstName
,tblUser.LastName
,[CenterID]
,[VonInfantID]
,[EventLogType]
,[Memo] from tblEvents left join tblUser on tblEvents.UserlD = tblUser.UserlD
Order by EventDateTime desc

With version 6.2 there is a stored procedure in the database called prcGetEventLog which will
also provide an audit log when executed. It is found in the Programmability folder.
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Contact Vermont Oxford Network to Deactivate the Database Registration

After the CSV and ML files have been created (and moved to the new location, if necessary)
contact Vermont Oxford Network’s Technical Support Department at (802) 865-4814 ext. 240
to request the existing database registration be deactivated. Because the eNICQ 6 database is
registered to prevent accidental creation of duplicate databases, you will not be able to create
a new eNICQ 6 installation without working with the Technical Support team to deactivate the
existing database registration.

Prepare the New Database Location

Determine where the database will be hosted and follow the appropriate instructions in the
Installation Guide:
https://vtoxford.zendesk.com/hc/en-us/articles/360059328433-eNICQ-6-Installation-Guides
To set up a new locally hosted client and database, please follow chapter 1 of the Installation
Guide.

To set up hosting on a dedicated database server (recommended), please follow chapter 3 of
the Installation Guide.

Depending on your situation, you may need to re-establish database connectivity for any new
or existing eNICQ clients.

Import your Center’s Data

After eNICQ 6 has been installed with the database in the new location on of the users would
need to perform the following steps:
1. Log into eNICQ 6, open the Advanced Menu Options (the gear icon in the top right of
the Patient Log) and select Import Infant Records:

e ]

& ©

Display Tutorial Welcome Screen

Clear Filters
View Deleted Records

Batch Validate

Center Management

I Import Infant Records I

[ Show only exact n External Data Interface inced filter
Export Infant Records
Transfer Week Clear Record Locks
Ne N/A Keyboard Shortcuts -
No N/A D
No N/A [ [

Figure 14 — Open the Advanced Menu Options and select Import Infant Records
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2. Click Browse...

Import Infant Records
Add Data to eNICQ from a File? °

Click browse to find the file that contains infant records, You must know the file
name and |ocation.

— K‘

Close

Figure 15 - Click Browse...

3. Browse to the location of the saved XML or JSON file. You can use the dropdown in the
bottom right to show only the file type of the one you are trying to import:

L= Computer

i.‘j Tetrark

Open
i
@le- Desktop » - | ¢f| | Search Desktop o
Organize v Mew folder =~ H @
7 Faworites Marre . Size Trern type Date modified
BE Desktop o Libraries
g Downloads A ENICQDamainddmin
2 Recent Places 1M Cormputer
ﬁ.‘j Metwnwark
i Libraries & enicqtinstaller-Dev 102,135 KB Application 1172072017 10:1% .
@ Docurnents L Det25201T o 15KE  CSW File 12/6F2017 6:17 PM
J’ Flusic [ root 1kB PECS#T Certificates  1/13£2016 11:53 &M
[ Pictures i S5MS-Setup-EML 915,589 KB &pplication 10/5/2018 4:11 PR
B videas

4| m

File narme: All files (%)

CEV files (*.os)
HhAL files (*ooml)
JSOM files (*json)

Figure 16 — Browse to the location of the XML or JSON file. You can narrow down your search by selecting the file type in the

dropdown

4. Select the file, click Open, and then click Evaluate:
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(8! Import Infant Records

Add Data to eNICQ from a File?
name and location.

Browse..,

eMICQ database,

Click browse to find the file that contains infant records, You must know the file

ChlUsers\enicgdomainadmint\Desktoph\Oct252017.csv

Click 'Evaluate’ to determine if these records are ready for import into the

Cloze

Figure 17 - After file has been selected click Evaluate
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5. The results of the evaluation will appear. If a record is missing the Hospital Number,
Patient ID, Date of Birth, Died in Deliver, or Location of Birth it will not be imported.
Records from archived birth years (a birth year is archived after four years) and deleted
records will also not be imported. If you are getting errors, you can click on the View
Import Log for more details. If everything looks good click Import:

(&) Import Infant Records @
Add Data to eNICQ from a File?

Click browse to find the file that contains infant records. You must know the file
name and location,

Browse... CAUsers\enicgdomainadmin'Desktophenicgdata2017 1.

The following errer occured: ||
(I

Total Rows In File: 76

Total Record will not be loaded Rows: 10
Total Valid Rows: 66

Total Archive Rows in File: 0

View Import Log

One or more records in this file have errors but other records can still be
imported. Click Impert’ to complete loading these records into the eNICQ
database. A total of 66 records will be loaded.

Figure 18 - The evaluation results will appear. If everything looks good click the Import button

NOTE: If you have multiple centers sharing one database you will need to add the other
centers (see https://vtoxford.zendesk.com/hc/en-us/articles/360000097927-Adding-a-
center-to-eNICQ-6) and then repeat the steps above to import the XML or JSON file of

their data.
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Handling Data Import Problems

If you receive an error message, click the View Import Log and it will give you the path to the
Import Details Log (C:\ProgramData\Von) as well as the file name for that log.

Import Log

source File:ChUsers\enicgdomainadminDesktophenicqdata20171207154208.cav

m.| =

Total Rows In File: 76
Total Record will not be loaded Rows: 10
Total Valid Rows: &6 N

Figure 19 - Import Log showing the location of the log file

The log will tell you specifically why a record was not imported or why the file was rejected.
Feel free to contact Vermont Oxford Network Technical Support at (802) 865-4814 ext. 240 or
at support@vtoxford.org for help with any questions or problems importing data.

IMPORTANT: Please note that data files and screenshots of import errors will almost
always contain protected health information (PHI). DO NOT submit files or images
containing PHI to Vermont Oxford Network.
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